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1 Introduction

1.1 Purpose

This is a norproprietary Cryptographic Module Security Policy for tRexySG 510 and ProxySG 810
Appliances(Models ProxySG 5166, 51010, 51620, 51025 and ProxySG 818, 81610, 81020, 810

25; Firmware Versior 6.1, 6.1.5.5from Blue Coat Sy'ms, Inc. This Security Policy describes how the
ProxySG 510 and ProxySG 810 Appliance®et the security requirements B&deral Information
Processing Standards (FIPS) Publmatil4G2, which details the U.S. and Canadian Government
requirements for cryptographic modules. More information about the FIP8 &#hdard and validation
program is available on the National Institute of Standards and Technology (NiSd)the
Commurications Security Establishment Canada (CSERyptographic Module Validation Program
(CMVP) website ahttp://csrc.nist.gov/groups/STM/cmvp

This document also describes how to run apeliancesn a secure FIPS\pproved mode of operation.
This policy was prepared as part of the LexélIPS 1402 validation of the module. TheroxySG 510
and ProxySG 810 Applianceme referred to in this documempllectively as ProxySG 510/810crypto
module ormodule

1.2 References

This document deals only with operations and capabilities of the module in the technical terms of a FIPS
1402 cryptographic module securityolicy. More information is available on the module from the
following sources:

1 TheBlue Coatwebsite www.bluecoat.comcontains information on the full line of products from
Blue Coat

1 The CMVP website HKttp://csrc.nist.gov/groups/STM/cmvp/documentsFl4D40vatall.htm)
contains contact information fandividuals toanswer technical or saleslated questions for the
module.

1.3 Document Organization

The Security Policy document is one document in a FIPS2120bmission Packagdn addition to this
document, the Submission Package contains:

Vendor Evidere document

Finite State Mdel document

Validation Submission Summary

Other supporting documentation as additional references

=A =4 =4 -4

This Security Policy and the other validation submission documentation were produced by Corsec Security,
Inc. under contract t@8lue Coat With the exception of this NeRroprietary Security Policy, the FIPS

1402 Submission Packagis proprietary toBlue Coatand is releasable only under appropriate-non
disclosure agreements. For access to these documents, pleaseBloat@ctat
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2 ProxySG 510/810

2.1 Overview

The foundation of Bl ue agdraociuteBhie Goat ProxySGaappiianaes edtablish ver y i
points of control that accelerate and secure business applications for users across the distributed
organization. Blue Coat applianceserve as an Internet proxy amide area network (WANbYptimizer.

The purpose of the appliarees to provide a layer of security between an Internal and External Network

(typically an office network and the Internet), and to provide acceleration and compression of transmitted

data.

As the worlds leading proxy appliaes the Blue Coat ProxySG is a powerful yet flexible tool for
improving both application performance and security, removing the need for compromise:
1 Performancég Bl ue Co at GVACHb@accelerdtiendechnology combines five different
capabilities ord one box. Togethetthey optimize application performance and help ensure
delivery of critical applications. User and application fluent, MACH5 improves the user
experience no matter where the application is located, internally or externally on thetinte
1 Securityi Bl ue Coat 6s industry | eading security arch
requirements, including filtering Web content, preventing spyware and other malicious mobile
code, scanning for viruses, inspecting encrypted Secure Sockets (@$&) traffic, and
controlling instant messaging (IM), VoigererlP (VolP), peetto-peer (P2P), and streaming
traffic.
T Controli Bl ue Coat 6s patented P o | iadministhatorstc maks i n g Engi
intelligent decisions. Using a wide range oéttributes such as user, application, content and
others, organizations can effectively align security and performance policies with corporate
priorities.

SeeFigurel belowfor a typical deployment scenaffior ProxySG appliances

, Reporter
Director

=m @ .
7 == Cloud Service %

Intranet

]

o

ProxySG
| el Froxysc

ProxyAV

Remote Office Regional Office

Figure 1 Typical Deployment of a ProxySG Appliance

Thesear ity provided by the ProxySG can be used to cont
use of controlled protocols on the External Network. The ProxySG appliances offer a choice of two
fedi ti ons o0 MACHS ahd Rroxyn sThencgntrollegrotocols implemented in the evaluated
configuration are:
1 Secure Hypeext Transfer Protocol (HTTBS
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SSL(The

Telnet

=A =

Transmission Control Protocol (TCP) tunneling protosoish asSecure Shel|SSH)v2.0
Common Internet File System (CIFS)
Domain Name System (DNS)

File Transfer Protocol (FTP)
Hyperext Transfer Protocol (HTTP)
SockEt-S (SOCKS)

modul es®6 software cryptographic algorithm
opensource library)

IM & Streaming

Control is achieved by enforcing a confighte policy on controlled protocol traffic to and from the

Internal Network users.

The policy may include authentication, authorization, content filtering, and

auditing. In addition, the ProxySG provides optimization of data transfer between ProxySsGonode
WAN. Optimization isachieved by enforcing a configurable policy (WAN Optimization SFP) on traffic

traversing the WAN.

TheProxySG 510/81@revalidated at the following FIPS 14DSection levis in Tablel:

Table 1 Security Level Per FIPS 140 -2 Section

Section Section Title Level
1 Cryptographic Module Specification 2
2 Cryptographic Module Ports and Interfaces 2
3 Roles, Services, and Aatfitication 2
4 Finite State Model 2
5 Physical Security 2
6 Operational Environment N/A
7 Cryptographic Key Management 2
8 Electromagnetic Interference/Electromagnetic Compatibility 2
9 Selftests 2
10 Design Assurance 2
11 Mitigation of Other Attacks N/A
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2.2 Module Specification

The hardware modules come in two different models with FIPS2148lidation: ProxySG 510 and
ProxySG 810 Appliances Differences between product models allow for different performance and
scalability options.

For the FIPS 14@Q validation, the hardware modules were tested on the folloBing Coatappliance
configurations:

Table 2 ProxySG 510 Appliance Configurations

Hardware Version

Proxy Edition MACHS Proxy Edition MACHS
- MACH5 oxy Ed Edition With With Edition With
Proxy Edition o With Cavium :
Without Edition CN1010 PCI - Cavium Broadcom Broadcom
Acceleration Without Extended CN1010 PCI - BCM5825 BCM5825
Card Acceleration (PCI-X) SSL Extended PCIl-Extended | PCI-Extended
Card Card (PCI-X) SSL (PCI-X) SSL (PCI-X) SSL
Card Card Card
ProxySG 516 09002760 Rev N/A N/A N/A N/A N/A
u.o
ProxySG 51410 N/A N/A 09002761 Rev| 09002762 Rev| 09002761 Rev| 09002762 Rev
X.0 W.0 Cc.0 Cc.0
ProxySG 510 N/A N/A 090-02763 Rev| 09002764 Rev| 09002763 Rev| 09002764 Rev
W.0 W.0 Cc.0 Cc.0
ProxySG 515 N/A N/A 09002781 Rev| 09002782 Rev| 09002781 Rev| 09002782 Rev
X.0 X.0 Cc.0 Cc.0

Table 3 ProxySG 810 Appliance Configurations

Hardware Versio n

Proxy Edition MACHS Proxy Edition MACHS5
» MACHS5 oXy Ed Edition With With Edition With
Proxy Edition e With Cavium :
Without Edition CN1010 PCI - Cavium Broadcom Broadcom
Acceleration Without Extended CN1010 PCI - BCM5825 BCM5825
Card Acceleration (PCI-X) SSL Extended PCIl-Extended | PCIl-Extended
Card Card (PCI-X) SSL (PCI-X) SSL (PCI-X) SSL
Card Card Card
ProxySG810-5 09002765 Rev N/A N/A N/A N/A N/A
W.0
ProxySG 80-10 N/A N/A 09002766 Rev| 09002767 Rev| 090-02766 Rev| 09002767 Rev
Y.0 Y.0 H.0 H.0
ProxySG 80-20 N/A N/A 09002768 Rev| 09002769 Rev| 090-02768 Rev| 09002769 Rev
X.0 X.0 H.0 H.0
ProxySG 80-25 N/A N/A 09002783 Rev| 09002784 Rev| 09002783 Rev| 09002784 Rev
Z.0 Z.0 H.0 H.0
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The Proxy edition and MACHS5 edition hardware version numbers represensilig options available.

The MACH5 and Proxy editions run on the exact same hardware and firmware and are exactly the same
from a cryptographic functionality and boundary perspective. MAEHS5 edition provides acceleration,
optimization, and cachingétures that optimize and secure the flow of information to any user. The Proxy
edition provides all the functionalityf the MACHS5 but also acts as a secure web gateway. Capabilities
found only in the Proxy Edition consist pfotecting the network frormalware, spyware, preventing data
leakage, and ensuring user compliance with corporate network guidelines.

The ProxySG 510ffers an affordable raeknountable appliance solution for small enterprises and branch
officesthathave direct access to theternet. The font panel, as shown iRigure 2 below, hasl Liquid
Crystal Display(LCD) interface 5 Light Emitting Diodes (LED)and6 control buttongNOTE: the front
panel control buttons are disabledAlPSApproved mode Connection ports are at the rear, as shown in
Figure6 andFigure?.

Figure 2 ProxySG 510 (Front View )

The ProxySG 810shown inFigure 3 is another rackmountable module that provides acceletatesb
communicationgor enterprises and large branch offic&dmilar to theProxySG 510this model also has

an LCD interface5 LEDs,and6 control buttons at the front and connection ports at the back (NOTE: the
front panel control buttons are disabled kiPS-Approved mode Connection ports are at the rear, as
shown inFigure6 andFigure?.

Figure 3 ProxySG 810 (Front View )

The ProxySG 510/810s a hardwaremodule with a multi-chip standaloneembodiment The overall

securitylevel of the module i2. The cryptographic boundary of tiroxySG 510/81@s defined by the
appliance chassis, which surrouradisthe hardware and softwardhe module Firmware, versies.1 and

6.1.5.5 containthe SGOS 6.1 Cryptographic Library version 2.1.1.

2.3 Module Interfaces
The front panels of the ProxySG 510 and ProxySG 810 are simokigure4 andFigure 5 respectively
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Front panel Power, Disk Drive, and LAN LEDs

Plates that attach
to the front of the
equipment rack

Control buttons

Figure 4 Front View of the ProxySG 510

Front

| Power and Disk
pane Drive LEDs

Plates that attach LCD buttons
to the front of the
equipment rack

Control I

Figure 5 Front View of the ProxySG 810

The 6 control buttons on the front panel are disabled in FApfroved mode of operationOutside of
FIPSapproved mode, the control buttons allow the operator to configure the IP addrasst ®abk,
Gateway address, DNS address, console password and enable password.

These control buttons work in conjunction with the LCD display to provide a menu command interface:
9  Top right corner: Menu button
1 Bottom right corner: Enter button
1 Remaining éur buttons: Up, Down, Left, Right

The type and quantity of all ports present in the front panel of the ProxySG 510 and ProxySG 810 are given
in Table4 andTable5.

Table 4 FIPS 140-2 Logical Interface Mappings for the front of the ~ ProxySG 510

Physical Port/Interface Quantity Fllnljsrfgtgz
Power LEDs 1 9 Status Output
Disk LEDs 2 9 Status Output
LAN LEDs 2 9 Status Output
Blue CoatProxySG 510 and ProxySG 810 Appliances Paged of 38
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FIPS 140-2

Physical Port/Interface
Interface

Quantity

‘LCD | 1 1 Status Output |

Table 5 FIPS 140-2 Logical Interface Mappings for the front of the ProxySG 810

Physical Port/Interface ’ Quantity FllnPtSrfté(l:(;-Z
Power LEDs 1 9 Status Output
Disk LEDs 4 9 Status Output
LCD 1 9 Status Output

The status indications provided the LEDs orthe ProxySG 510 and ProxySG 8a@edescribed inTable
6 andTable7.

Table 6 Front Panel LED Status Indications for the  front of the ProxySG 510

LED Color ‘ Definition
Power LED OFF The ProxySGis powered off.
AMBER The ProxySG is powered but unable to
perform tasks.
FLASHING GREEI The ProxySG is powered on but not
TO AMBER configured.
GREEN The ProxySG is powered on and at lea
minimally configured.
Disk LEDs OFF Disk drive is not present.
GREEN Disk drive is properly seated.
FLASHING GREEI Disk drive activity.
AMBER Disk drive is not well seated.
LAN LEDs OFF The ProxySG is not connected to a
network.
FLASHING GREEI Network activity.
TO AMBER
GREEN The ProxySG is connected to a networ

Table 7 Front Panel LED Status Indications for the ProxySG 810

LED (60][0] ‘ Definition
Power LED OFF The ProxySGis powered off.
AMBER The ProxySG is poweredub unable to

perform tasks.

FLASHING GREEIN The ProxySG is powered on but not
TO AMBER configured.
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LED Color Definition
GREEN The ProxySG is powered on and at lea
minimally configured.
Disk LEDs GREEN Disk drive is functioning and online.
FLASHING GREEI Disk drive is dfline and can be safely
removed.
OFF Disk drive is not present.

The ProxySG 510 and ProxySG 810 have the same number of ports and interfaces on the front; the rear
ports and interfaces differ based on the specific model of the ProxySG. The reaPoftSG 510/816
is shown inFigure6 and the rear of thBroxySG 510/81A.0/20/25 is shown ifrigure?.

AC Power USB Expansion Slot for SSL or NIC
Connector Ports with bridging
(ProxySG 510/810-5 only)

Serial Ethernet Ports
Port With Embedded
Speed and
Activity LEDs

Figure 6 Connection Ports at the Re ar of the ProxySG 510/810-5

AC Power USB Expansion Slot Installed With A
Connector Ports 2 Port Gigabit Ethernet NIC
With Bridging Capabilities

1000 Mbps,
Serial v%_tielrzneépgétsd 100 Mbps,
Port ith Embedde: o
Speed and and Activity LEDs
Activity LEDs

Figure 7 Connection Ports at the Rear of the  ProxySG 510/810-10, 20, 25

The rear side of #81ProxySG 510/810 contains all the connecting ports. Those ports are:

An AC power connector.
Two Universal Serial Bus (USB) ports (disabled in all modes of operation).
A serial port to connect to a Personal Computer (PC).
Two full-duplex, autesensimy Ethernet adapter ports supporting 10/100/1000-Basennections.
In the ProxySG 510/814, a rear expansion slot for either:
0 An optional SSL accelerator card.

=A =4 =4 -8 -9
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o An optional two port Gigabit Etherneetwork interface card (NIC) with bridging
capabilities
1 IntheProxySG 510/8140, 20, 25
0 A preinstalled two port Gigabit Ethernet NIC with bridging capabilities.

The type and quantity of all portsgzent in rear panel ¢ie ProxySG 510/81% are given ifTable8.
Table 8 FIPS 140-2 Logical Interface Mappings for the rear of the ProxySG 510/810-5

FIPS 140-2

Physical Port/Interface Quantity Interface

Ethernet ports 2 1 Data Input

9 Data Output

1 Control Input
9 Status Output

Serial ports 1 1 Control Input
i Status Output

Ethernet Interfaced Speed LEDs 2 9 Status Output
Ethernet Interfaceé Activity LEDs 2 9 Status Output
*USB ports 2 9 Data Input
AC power 1 91 Power Input

* Note: The 2 physical USB ports found on the back ofRhexySG 510/81% arenot functional inany
mode of operation.

The type and quantity of all ports present in rear pahttle ProxySG 510/81410/20/25 are given ifable
9.

Table 9 140-2 Logical Interface Mappings for the rear of the ProxySG 510/810 -10/20/25

Physical Port/Interface Quantity FllnF;Srfla‘(‘:%'Z

Ethernet ports 4 9 Data Input

9 Data Output

9 Control Input
9 Status Output

Serial ports 1 1 Control Input
9 Status Outpt

Ethernet Interfacéd Speed LEDs 2 9 Status Output
Ethernet Interfaceé Activity LEDs 4 9 Status Output
*USB ports 2 9 Data Input
1000 Mbps LEDs 2 9 Status Output
100 Mbps LEDs 2 9 Status Output
AC power connections 1 1 Power Input
Blue CoatProxySG 510 and ProxySG 810 Appliances Pagel? of 38
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* Note: The 2 physical UB ports found on the back of throxySG 510/814.0/20/25are not functional
in anymode of operation.

Blue CoatProxySG 510 and ProxySG 810 Appliances Pagel3 of 38

© 2012Blue Coat Systems, Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security PolicyVersionl.2 December 19, 2012

2.4 Roles and Services

The module supports roleased authentication. There dweo authorized rolesn the module that an
operator may assume: a Crygddficer (CO) role and a User role.

Before accessing the modsléor any administrative serviseCOs and Usersnust authenticatéo the
moduleaccording to the methods specifiedliable13. The moduls offer two management interfaces:

1 CLI T accessible locallyia the serial por{ r equi res the HASetupda password
remotely using SSH. This interface is used for management of the modihlesnterface is used
for the initial module configurations (IP address, DNS server, gateway, and subnet mask), putting
the modules into FIPS mode (serial port only), and management of the mo#lutbsntication is
required before any functionality will be available throughGhe.
1 Web GUIi accessibleemotelywith a web browser that suppoff&S. This interface is used for
management of the modules. Authentication is required before any functionality will be available
through theWeb GUL

When managing the module oveetLI, COs and Users both log into the modules with administrator

accounts entering the fAstandardo, or funprivilegedo
ability to enter the fAenabl edo, or Cilfpy supplyingeghg e d 0 mode
fenabledd mode password. Additionall vy, COs can only
mode via the CLI, which grants privileges to make <co

mode t o t he modeodoes nogequieetadditiond credentials. The details of these modes of
operation are found below ifablel0.

Table 10 FIPS and ProxySG Roles

FIPS Roles ProxySG Roles and Privileges

Cco The CO is anadministratoro f the module that h
mode access while using the CLI a
GUI . When the CO is wusing the C

operation, COs may put the modelin and out of FIPS mode (local serial p
only) and query if the modules are in FIPS mode. In addition, COs may

the services available to Users w
entered the Oenabledd modenftgara@
via the CLI . The oconfiguratio

capabilities to perform tasks such as account management and key manag
When the CO is administering the module over the Web GUI, they
perform all the same seises available in CLI (equivalent to being in
oconfigurationdé mode in the CLI)

into FIPS mode. The CO may monitor the health and status of the mo
using SNMPv3. SNMPp8vacy and authentication kegse assigned to a C(
and are not tied to the COd8s CLI

User The User is an administrator of t
or Ounprivilegedoé mode and has no
inthe CLlandhabeen gi vwverh ydr @ad vil eges w

The User will access the CLI and Web GUI interfaces for management ¢
module. When the User is administering the module over the Web GUI, 1
perform all the same services available in GLs(t andar ddé mo (
and additionally, can query the FIPS mode status of the module in the We
only. The User may monitor the health and status of the modules
SNMPv3. SNMPwgrivacy and authentication kegse assigned to a User al
ae not tied to the Userds CLI and
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Descriptions of the services availablea®rypto Officerand Userare describedbelow in Table 11 and
Table 12 respectively For each serviceisted below, COs and Users are assumed to already have
authenticated prior to attempting to execute the serfitEmse note that the keys and CSPs listed in the
table indicate the type of access required using the following notation:

1 R:The CSP isead
1 W:The CSP i®stablished, generated, modified zeroized

2.4.1 Crypto -Officer Role

Descriptions of the services available to the Cry@fficer role are provided in the table below.
Table 11 Crypto Officer Role Services and CSP Access

CSP and Access

Service Description Required

Set upthe module Set up the firsttime network| CO Passwordd W
configuration, CO usernamO Enabl edd6 mé
and password, and enable t W

module in the FIRSpprovedd Set updé PMs s
mode of operation. For morg
information, see section 3.2
in the Security Pbcy.

Enter the 0enabManage the module in ttEnabl ed 6 mod
oOenabl eddé modR

granting access to high
privileged commands

* Enter the 0eagManage the module in thNone
oconfiguratio
operation, allowing permanei
system modifications to b

made
* Disable FIPS mode Takes the module out of the | MAK 6 W
FIPSapproved mode of SSH Sessiddey o W

operation, accessible only vi¢ TLS Session KeyW
the serial port

** Firmware Upgradé®owngrade | Loads new external firmware Integrity Testpublic keyd
andperforms an integrity test R, W
using an RSA digital signatur

Create remote  manageme| Manage the module throug RSA public keg R

session (CLI) the CLI (SSH) remotely v|RSA private key R
Ethernet port. SSH Session KéyR, W
Create remote  manageme|Manage the module throug RSA public kep R
session (Web GUI) the GUI (TLS) remotely vi RSA private kep R
Ethernet port. TLSSession Kep R, W
** Create, edit, and delete Create, edit and delete None
operator groups operator groups; define
common sets obperator
permissions.
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Service

** Create, edit, and delete
operators

Description

Create, edit and delete
operators (these may be CO;¥
or Usersydefineop er at
accounts, change password,
and assign permissions.

CSP and Access
Required

Crypto-Officer Password
w

User Password W

SNMP Privacy Keyy W
SNMP Authentication Ke§
w

** Create filter rules(CLI)

Create filters that are applied
to user data streams.

None

Create filter rules(Web GUI)

Create filters that are applied
to user data streams.

None

ShowFIPSmode status(CLI)

The CO logs in to the module
using the CLI. Entering the
command O0show
display if the module is
configured in FIPS mode.

None

Show FIP#node status (Web
GUI)

The CO logs in to the module
using the Web GUI and
navigates to the
0Configuratio
display if the module is
configured in FIPS mode.

None

** Manage module configuration

Backup or restore the moduls
configiration

RSA public kep R, W
RSA private kep R, W
SNMP Privacy Key R, W
SNMP Authentication Ke§
R, W

CO Passwordd R, W
User Password R, W
OEnabl edod
R, W

mé

* Zeroize keys

Zeroizethe MAK by taking
the module out of FIR&ode.
Thisaction initiates a reboot
which zeroizes temporary
session keysThe zeroization
occurs while the module is
still in FIPSnode.

MAK 6 W
SSH Session KéywW
TLS Session KeyW

** Change password

Change CrypteOfficer
password

Crypto-Officer Password
W

* Perform seHtest

Perform seHtest on demand
by rebooting the machine

SSH Session KéyW
TLS Session KeyW

* Reboot the module

Reboot the module.

SSH Session KéyW
TLS Session KeyW

Blue CoatProxySG 510 and ProxySG 810 Appliances

© 2012Blue Coat Systems, Inc.

Pagel6 of 38

This document may be freely reproduced and distributed whole and intact including this copyright notice.



Security PolicyVersionl1.2

December 19, 2012

Service

Description

CSP and Access

Required

Create SNMPv3 session

Monitor the module using
SNMPv3

NMP Privacy Keg R
SNMP Authentication Ke§
R

*-l ndicates
.| ndi
Aconfigurationo

cates

2.4.2 User Role

Descriptions of the services available to theerrole are provided in the table below.

services
services

that are only available
that are only avai
mode of operation.

Table 12 User Services and CSP Access

Service

Create remote management
session (CLI)

Manage the module throug

Description

the CLI (SSH) remotely v
Ethernet port.

CSP and Access
Required

RSA public kep R
RSA private key R
SSH Session KéyR, W

Create remote management
session (Web GUI)

Manage the module throug
the GUI (TLS) remotely ia
Ethernet port.

RSA public kep R
RSA private key R
TLSSession Kep R, W

Create SNMPv3 session

Monitor the health of the
module using SNMPv3

SNMP Privacy Key R
SNMP Authentication Ke§
R

Show FIP#node status (Web
GUI)

The User logs in to the
module using the Web GUI

None

| a b khe

and navigates to the
0Configuratio
display if the module is
configured in FIPS mode.

Show FIP$node status (CLI) The User logs in to the None

module using the CLI.

Entering the
versiono6 vhel |
module is configured in FIPS
mode.

2.4.3 Authentication Mechanism

COs and Usermust authenticate usiruser ID and passwor@SH client key (SSH onlypr certificates
associated with the correct protocol in order to set uséceretunnel Securesessions that authenticate

for User services have no interface available to access other serviceSr{ipgo Officer services) Each

CO or User SSHsession remains active (logged in) and secured usidutineling protocol until the
operatorlogs out. CO and User Web GUI sessions remain active until the operator logs out or inactivity
for a configurable amount of time has elapsed.

Modules used by the United States Department of Defen(DoD) must meet Homeland Security
Presidential Directive (HSPED2 requirements regarding the use of FIPS 201 valida@dmon Access
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Card CAC) authentication fortCOs and Usersonnecting to management functionality of tmedule
Additionally, other agencies may require FIPS 201 validated PIsard authentication.

COs and Users connecting to the module through the ®dbmust first establish LS session. In order

to facilitate TLSmutual authenticatignthe module requires a certificate to complete the handstEhke

CO or User must select the X509 certifeeain the CAC through the browser. The module authenticates
the certificate against the Certificate Authority list that has been configured for the module to use. The
module then issues the browser a certificate which is reviewed and accepted by the<e®© or

The module extracts the username field from thg@0X certificate and the CO or User must provide the
Personal Identification Number (PIN) associated with this username. The username field is grayed out
ensuring that only the owner the CAC Wik authenticating to the module. The CO and Useradpéident

to an external LDAP server where authorization occurs.

The authenticatiomechanisms used in the module are listed belohalle13.

1PIVi Personal Identity Verification Il
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Table 13 Authentication Mechanism s Used by the Module

Type of Authentication

Authentication Strength

Crypto-Officer | Password

The modules support password authentication
internally. For password authentication done by the
modules, passwords are required be at least 8
characters in length and maximum of 64 bytes (numk
of characters is dependent on the character set used
system). An &haracter password allowing all printab
American Standard Code for Information Interchange
(ASCII) characters (92yith repetition equates to a 1:
(92°), or 1: 5,132,188,731,375,616 chance of false
acceptance. The CryptO®fficer may connect locally
using the serial port or remotely after establishinga T
or SSH session.

Password (O0Er

The modules suppadmpassword authentication
internally. For password authentication done by the
modules, passwords are required to be at least 8
characters in length and maximum of 64 bytes (numk
of characters is dependent on the character set used
system). An &harmcter password allowing all printabl
American Standard Code for Information Interchange
(ASCII) characters (92) with repetition equates to a 1
(92°), or 1: 5,132,188,731,375,616 chance of false
acceptance. This password is entered by the Crypto
Officert o enter the oOenabl ec
locally through the serial port or remotely after
establishing an SSH session.

Password (0Sce

The modules support password authentication
internally. For password authentication done by the
modules, passords are required to be at least
characters in length and maximum of 64 bytes (numk
of characters is dependent on the character set used
system). Ad-character password allowing all printable
American Standard Code for Information Interchange
(ASCI) characters (92) with repetition equates to a 1:
(929, or 1:71,639,29&hance of false acceptance. Th
passwords entered by the CrypteOfficer andis
required when using the serial port to access the CLI

Public keys

The module supports using R&eys for authentication
of Crypto-Officers during TLS or SSH. Using
conservative estimates and equating a 1024 bit RSA
to an 80 bit symmetric key, the probability for a randa
attempt to succeed is 1%2or 1:
1,208,925,819,614,629,174,706,176.
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User Password The modules support password authentication
internally. For password authentication done by the
modulespasswords are required to be at least 8
characters in length and maximum of 64 bytes (numk
of characters islependent on the characteset used by
systen). An 8character password allowing all printab
American Standard Code for Information Interchange
(ASCII) characters (92) with repetition equates td:a
(92°), or 1: 5,132,188,731,375,616 chance of false
acceptance. The User may cmtt remotely after
establishing a TLS or SSH session.

Public keys The module supports using RSA keys for authenticat
of Users during TLS or SSH. Using conservative
estimates and equating a 1024 bit RSA key to an 80
symmetric key, the probabijitfor a random attempt to
succeed is 1%or 1:
1,208,925,819,614,629,174,706,176.

2.5 Physical Security

The ProxySG 510 and ProxySG 810 Appliane@es multi-chip standalone cryptographic modundare
enclosed in a har@paque metal cagbat completely encloses all of thénternal components. There are
only a limited set of vent holes provided in the case, and thekss obscure the view of the internal
components of the module. Tamymafidert labels are applied to the case to previzhysical evidence of
attempts to remove the case of the moddlee Crypto-Officer is responsible for thelacement of tamper
evidert labelsand baffles and guidan@an be found irsection3.1.1.2 The labels and bafflegapart of
the FIPS Security Kit (Part Number: 082597).

All of the modulés components are production grade. The Proxya&tested and found conformant to
the EMI/EMC requirements specified by 47 Code of Federal Regulations, Part 15, Subpart&htidmial
Radiators, Digital Devices, Class A (i.e., for business use).

2.6 Operational Environment

The operational environment requirements do not apply t@tteySG 510 and ProxySG 810 Appliances
The module desnot provide a general purposperating system nor does it allow operatbis abilityto
load untrusted software. The operating system run by the cryptographic module is referr&@etoras
Gateway Operating Systef8GOS. SGOS is groprietaryreattime embedded operating system.

2.7 Cryptographic Key Management

The module implements the FIP®proved algorithms listed ifiable14 below.
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Table 14 FIPS-Approved Algorithm Implementations

Firmware Hardware Accelerator Card

Algorithm Implementation

Certificate Appliance Card Certificate
Number Number

Symmetric Key Algorithms

510 CN1010 105

AESECE, CBC, OFE, CFB-128 hit BCM5825 397
mode for 128, 192, and 256bit key 1875

BCM5825 397

510 CN1010 217

TripIe—DE§: ECB, CBC, CFB4, OFB BCM5825 435
mode forkeying option 1 (3 different 1218

keys) 810 CN1010 217

BCM5825 435

Asymmetric Key Algorithms

RSA PKC#1 sign/verifyd 1024, 1536, 956 N/A N/A
20480bit

Hashing Function s

SHA-1 1648 N/A N/A

SHA224, SHA256, SHA384, SHA512 1648 N/A N/A

Message Authentication Code (MAC) Function s

HMAC® with SHA'1 1120 N/A N/A

HMAC with SHA2 1120 N/A N/A

Deterministic Random Bit Generator  (DRBG)

SP°800-90 HashBasedRBG (SHA 153 N/A N/A
256)

The module tilizes the following norFIPSApproved algorithrs:
1 RSA PKCS#lwrapunwrap (key-wrapping)i 1024, 1536, and 2048it sizes providing 8092,
and 112bits of security.
1 Non Deterministic RNG (NDRNG) for seedjrthe FIPSApproved RNG (SP 8090 HashBased
DRBG)

2ECBi Electronic Codebook

3 CBCi Cipher Block Chaining

4 OFBi Output Feedback

5 CFBi Cipher Feedback

5 DES{ Data Encryption Standard

"PKCSi Public Key Cryptography Standard

8SHAT Secure Hash Algorithm

®HMAC i HashBased Message Authentication Code
2 Spi Special Publication
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The module supports theSPs listedelowin Tablel15.

Table 15 List of Cryptographic Keys, Cryptographic Key Components, a

Storage

nd CSPs

Zeroization

Master Appliance
Key (MAK)

Key Type

AES CBC 25®it
key

Generation / Input

Internally generated
via Approved FIPS
RNG.

Never exits the
module

Stored in plaintext

By disabling the FIPS
approved mode of
operation

EncryptingCrypto-
Officer password,
SNMP localized key
RSA private key

Integrity Test Public| RSA public key 204| Externally generated,| Never exits the Stored in plaintext | Overwritten after Verifying the
Key bits Imported in encrypted module upgrade by the kein | integrity of the
form via a secure TLS the newly signed system image during
or SSH session. image. upgradeor
downgrade.
Importedin plaintext
viaa directly attached
cable to the serial
port.
RSA Public Key 1024, 1536and Mo d u publis Key is| Output during Modul esd |[Modul es d |Negotiating TLS or
2048hbits internally generated | TLS/SSH negotiatio| is storedon non deleted by command SSH sessions
via Approved FIPS |in plaintext volatile memory.

RNG.

Ot her enti
keys are sent to the
module in plaintext.

Modul esd p
can be imported from
a backup

configuration.

Exits in encryfed
format when
performing a module
configuration
backup.

Ot her ent
keys reside on
volatile memory.

Ot her enti
keys are cleared by
power cycle.

Blue CoatProxySG 510 and ProxySG 810 Appliances

© 2012Blue Coat Systems, Inc.
This document may be freely reproduced and distributed whole and intact including this copyright notice.

Page22 of 38



Security PolicyVersion1.2

December 19, 2012

Zeroization

RSA Private Key

Key Type

1024, 1536and
2048bits

Generation / Input

Internally generated
via Approved FIPS
RNG.

Importedin encrypted
form via a secure TLS
or SSH sessian

Imported in plaintext
via a directly attached
cable to the seal
port.

Exits in encrypted
format when
performing a module
configuration
backup.

Storage

Stored in encrypted
form on nonvolatile
memory

Inaccessible by
zeroizing encrypting
MAK

Negotiating TLS or
SSH sessions

TLS or SSH Session

AES CBC 128 192

Internally generated

Output in encrypted

Stored in paintext

Rebooting the

Encrypting TLS or

Key , or 256-bit key via Approved FIPS | form during TLS or | on volatile memory | modules SSH data
RNG. SSH protocol
TDES CBkeying handshake
option 1 (3 different
keys)
Crypto-Officer Minimum ofeight Externally generated.| Exitsin encrypted | Stored in encrypted | Inaccessible by Locally

Password

User Password

(8) and maximum of
64 bytes long
printable character
string

Importedin encrypted
form via a secure TLS
or SSH session

Imported in plaintext
via a directly attached
cable to the serial
port

form via a secure
TLS or SSH session
for external

authentication.

Exits in encrypted
format when
performing a module
configuration
backup.

form on nonvolatile
memory.

zeroizing encrypting
MAK

authenticating a CO
or User for GUI or
CLI
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Key Type

Generation / Input

Storage

Zeroization

OEnabl edbd

password

Minimum ofeight

(8) and maximum of
64 bytes long
printable character
string

Enters the module in
plaintextvia a directly
attached cable to the
serial port.

Exits in encrypted
forma when
performing a module
configuration
backup.

Stored in encrypted
form on nonvolatile
memory.

Inaccessible by
zeroizing the

encrypting MAK.

Used by the CO to
enter the
opriviledg
oenabl edo
when using the CLI.

0Setupdé P

Minimum of four(4)
and maximum of 64
bytes long printable
character string.

Enters the module in
plaintextviaa directly
attached cable tohe
serial port.

Never exits the
module

Stored in encrypted
form on nonvolatile
memory.

Inaccessible by
zeroizing the
encryptingMAK.

Used by the CO to
secure access to the
CLI when accessed
over the serial port.

SNMPPrivacyKey

AES CFB 12&bit
key

Externally generated,
Importedin encrypted
form via a secure TLE
or SSH session

Imported in plaintext
via a directly attached
cabe to the serial
port

Exits the module
encrypted over TLS
or encrypted during
a configuration
backup.

Stored in encrypted
form on nonvolatile
memory

Inaccessible by
zeroizingthe
encrypting MAK

Encrypting SNMPv3
packets.

SNMP
Authentication key

HMAC-SHA1-96 8
bit key

Externally generated,
Importedin encrypted
form via a secure TLS
or SSH session

Imported in plaintext
via a directly attached
cable to the serial
port

Exits the module
encrypted over TLS
or encrypted during
a configuration
backup.

Stored inencrypted
form on nonvolatile
memory

Inaccessible by
zeroizingthe
encrypting MAK

Authenticating
SNMPv3 packets.

SP 80600 Hash 160-bit random Internally generated | Never exits the Plaintext in volatile | Rebootingthe Seeding the FIPS
BasedRBG number module memory modules approvedDRBG
Entropy*

" Theentropy used by the FIRSpproved SP 8080 HashBased DRBG is acquired using a répproved NDRNG.
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Zeroization

SP 8000 Hash
Based DRBG V valu

Key Type

Internal hash DRBG
state value

Generation / Input

Internally generated

Never exits the
module

Storage

Plaintext in volatile
memory

Rebooting the
modules

Used for the SP 800
90 HashBased
DRBG

SP 8000 Hash
Based DRBG C valu

Internal hash DRBG
state value

Internally generated

Never exits the
module

Plaintext in volatile
memory

Rebooting the
modules

Used for the SP 800
90 HashBased
DRBG

Keys and passwords that exit the module during a configuratidupace encrypted using a FH2A®proved encryption algorithm. During the backup process,
the CO must select the encryption algorithm to use: Fi}#& CBC mode, AES28 CBC mode, or AE256 CBC mode.
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2.8 Self-Tests

If any of the hardware accelerator camddftests fai] thenthe module forces the corresponding card to
enter an error state, logs the error to a, fled shuts down the cardThe modules will only use the
cryptographic implementations found in the softwaié.any of thesoftwareselfteds fail, an error is
printed to the CLI (when being accessed via the serial port). When this error dbeunsoduls halt
operation and provide no functionality. The only way to clear the error and resume normal operation is for
the CrypteOfficer to reboot the modules. The status output provided below is shown only over the CLI
(when being accessed via the serial port).

SYSTEM ERROR
The SG Appliance has failed the FIPS Self test.
System startup cannot co ntinue.

*kkkkkkkkkkkkkkkkk SYSTEM STARTUP HALTED *kkkkkkkkkkkkkkkk
E)xit FIPS mode and reinitialize system

R)estart and retry FIPS self - test

Selection:

NOTE: The menu options presented here are not functional and a reboot must be executed by entering th
A"XANCO0 command ( ac Cootrolp KXiollowed yCdntyol+iCly pi n g

The sections below describe the gelts performed by the module.

2.8.1 Power -Up Self-Tests

TheProxySG 510 and ProxySG 810 Applianpesform the following selfestsusing the OpenSSL
software implementatioat powerup:

1 Firmware integrity check usin§HA-512

1 Known Answer Tests (KATS)
AES KAT
Triple-DES KAT
RSA digital signature generation KAT
RSA digital signature verification KAT
SHA-1, SHA-224, SHA256, SHA384,and SHA512KATs
HMAC KAT with SHA-1
HMAC KAT with SHA-2

o DRBGKAT

9 Pairwise Consistency Test for RSA key wrapping (wrap/unwrap)

O O0OO0OO0OO0OO0OOo

Upon successful completion of the software implementatiortest$, theProxySG 510 and ProxySG 810
Appliancespeform the following selftests on the hardware acceleration card:

1 AESCBC KAT

1 Triple-DES KAT

If the hardware acceleration card seléts pass, further execution of these algorithms will take place in the
hardware implementation.

No data output occurs aiithe data output interface until all powey self tests including the Hardware
Accelerator Card powaup selftests have completed.
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2.8.2 Conditional Self -Tests

TheProxySG 510 and ProxySG 810 Applianpesform the following conditional setéss, only on the
firmware implementation of OpenSSL

Table 16 ProxySG 510 and ProxySG 810 Conditional Self -Tests

Conditional Self -Test Occurrence
Firmwareupgrade/downgrade (RSA This test is runwhen thefirmware is
sign/verify) upgaded or downgraded. An RSA

digital signature verification is
performed over the firmware. If the
verification succeeds, the test
succeeds; otherwise it fails.

RSA pairwise consistentgst This test is run upon generation of
an RSA key pair for key trsport.
The public key is used tarap a
block of data, and the resultant
ciphertext is compared with the
original data. If they are the same,
the test fails. If they differ, then the
private key is used tonwrapthe
ciphertext, and the resultant
plainext is compared to the original
data. If they are the same, the test
passes. Otherwise, it is failed.

Continuous RNG Test (CRNGT) for the | This test is run upon generation of
FIPSApproved DRBG random data by the DRBG to detec
failure to a constant va&u

CRNGT for the nonrApproved NDRNG This test is run when the DRBG is
requesting entropy. When entropy
has been gathered, this test
compares the collected entropy wit
the previously collected entropy. If
they are equal, the test fails. If the
differ, the newly collected entropy i<
returned to be used by the DRBG.

2.9 Mitigation of Other Attacks

This section is not applicableThe module desnot claim to mitigate angttacks beyond the FIPS 120
Level 2 requirements fothis validation.
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3 Secure Operation

The ProxySG 510 and ProxySG 810 ApicesmeetLevel 2 requirements for FIPS 140 The sections
below describe how to pte and keep the module in FER®proved mode of opation.

3.1 Initial Setup

Before poweringup the modulethe COmust ensure that the requireainperevidentlabels(included in
the FIPSsecuritykit) are correctly appliedo the enclosure The FIPS security kit (Part Number: 085
02597) consists of the follding items as shown below Figure8.

(6) Short labels

Note: Three (3) labels are required to secure the appliance.
Additional labels are included for reapplication purposes.

Port faceplate

NIC faceplates

2-port NIC faceplate—ethernet card

4-port NIC faceplate

No option card faceplate

Figure 8 FIPS Security Kit Contents
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Note: There are six (6) 6Short Labelsd included;

There are threadditional labels provided.

A hard copy of the guidance found below in secBoh1.2is alsoincluded inthe kit ina documents titled
i Pr o x518E0Series, FIPS Compliance Guide: Tamper Evident Panel and Label IngialldaRiev
B. 0o0.

3.1.1 Label and Baffle Installation Instructions

The CrypteOfficer is responsible fonstalling the baffle (security panel) aagplying the tampeevident
l abel s at t he c ITheeCnypta@Dfficedierpspoosibim éomsecurimg athaving control at
all times of any unused seals. The Cryfificer is responsible for the direct control and observation of

any changes to the module such as reconfigurations where the tamper evident seals or security appliances

are removed or installei ensure the security of the module is maintained during such changes and the
module is returned to a FIPS Approved state.

Crypto-Officers must adhere to the following when applying the tarepatent labels:
I The minimum temperature of the environmemist be 3&degrees FahrenheitAfter application,

h owe

the | abel sd acceptabl e t emper-Bdegreesetdi8degréeeh e oper at

Fahrenheit.

1 Do not touch the adhesive side of the label. This disrupts the integrity of the adh&ailahel is
removed from a surfacdghe image is destroyed and the label leaves taenyident text as
evidence If you accidently touch the adhesive side, discard that label and apply another one.

1 Label application tips:
o Apply skin moisturizer on your figers before handling.
0 Use arubber finger tip to partially remove the label from its backing.

1 After applying the labels, allow at least 24 hours for the label adhesive to cure.

3.1.1.1 Baffle Installation
1. Loosen the cover screvgbown inFigure9and slide the cover off the appliance. Set the cover aside.

Figure 9 Rear Baffle Screw Removal

2. (When no SSL card or SSL slot plate is present, skip this step). Remove the SSL card screws as shown

in Figure10 below. If you do not have a SSL card installed in the appliance, support the SSL slot plate
using one hand and remove both screws. Remove the SSL slot plate and set it aside

Blue CoatProxySG 510 and ProxySG 810 Appliances Pag 29 of 38

© 2012Blue Coat Systems, Inc.
This document may be freely reproduced and distributed whole and intact including this copytiget n



Security Potly, Versionl.2 December 19, 2012

IIIIIIIIIII )

Figure 10 SSL Card Screws

3. Remove theNIC card screws (the example Figure11 belowshows &-port NIC card; the step is the

same for4-port cards and no options cards). If your appliance is equipped with a PCI slot plate,
support the PCI slot plate while removibgth screws. Remove the PCI slot plate and set it aside.
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Figure 11 NIC Card Screws

(When no SSL card or SSL slot plate is present, skip this step). Align the Port Faceplate with the holes
on the rear of the appliance as shdvetow inFigure12; re-insert and tighten the SSL card screws. |If

you do not have an SSL card installed in the appliance, align the SSL slot plate against the chassis
interior and install the Port Faceplate.
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Figure 12 Port Faceplate Installation
5. Close the cover and tighten the screws.

Align the NIC Card Faceplate {2ort fiber or Ethernet, 4ort, or no card faceplate, as appropriate)
over the interface holes (an on top of the Port Faceplat@)segtand tighten the NIC card screws

shown below irFigure13. If you do not have a NIC installed in the appliance, align the PCI slot plate
against the chassis interior and install the Port Faceplate.
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Figure 13 NIC Card Faceplate Installation

7. Reinstall the appliance cover. Make sure the Port Faceplate interface holes align with the chassis
cover mounting points when reinstalling the cover screws.

3.1.1.2 Label Installation

The tampetevident labels are appliaa/er key areas of the chassis to provide tarepatent security. |If
the labels are removed after being affixed to a surface, the imagiesedicts and leaves a text pattern on
the label. Figure14 below illustrates the tanap-evident features of the label.

Unique Serial Number

Destroyed
Imprinted Image

Figure 14 Label Showing Tamper Evidence

1. Usealcoholswabs to clean the label location surface using Isopramghol (99%); this ensures
complete adhesion. Verify that all the surfaces arebdfgre applying the labels. Set the appliance on
a flat, slipproof work space and make sure you have access to all sides of the appliance.

2. Apply one short label vertically over the left side of the NIC interface ca®shown below ifrigure
15. Make sure it covers the entire height of the cutout and extends over the bottom edge of the
appliance.

Steps 2-3

Step2 Step3

Figure 15 Tamper Evident Label Placement for the NIC Interface Cutout
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3. Apply one short label verticallpver the right side of the NIC interface cut@ag shown above in
Figure 15. Make sure it covers the entire height of the cutout and extends over the top edge of the
appliance.

4. Facing the front of the appliance, apply one shaioel over the space between the bezel and top lid,
making sure the label is on thenter poineas shown below ifigurel16.

Step 4

Figure 16 Tamper Evident Label Placement on Front  Bezel
Rack mount the applece being cautious not to damage the labels during the mounting process.
Reinstall the power cables.

Reinstall the network cables

© N o u

Poweron the appliance.

3.2 Secure Management

3.2.1 Initialization

The module needs to havemanimal first-time configuration in ordeto be accessed by a web browser.

The process oéstablishing thenitial configuration viaa secure serial port is described belowhysical

access to the module shall be limited to the Cryptographic Officer. Therefore, the CO is the only operator
tha can put the module into the FIRPproved mode as it requires physical access to the module.

1 PC: Connect a serial cable to a serialporahC and t o t he .@pedatermifbad ser i al
emulator (such as HyperTerminal) on the PC, and conneletsetrial port to which you attached
the cable. Create and name a new connection (either a COM or TCESIR, the port
parameters described Trable17.
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Table 17 RS232 Parameters

RS-232C Parameter
Parameter Setting

Baud rate 9600 bps
Data bits 8

Parity None
Stop bits 1

Flow control None

Power on the module and wait for the system to finish booting.

1 Press <Enter> three times.

T When the AWelcome to the ProxySGarsAtpepsisiecmisce Set up
ready for the firstime network configuration.

1 Setup the first time configuration by enteritige interface number, IP address, IP subnet mask, IP
gateway, DNS server parameters, username, and password.

1 In addition to configuring thénternet Protocol service, the modulEEPSApproved modeof
operation must also be enabled (default is disabled). Settiedg-IPSApproved modeto
fenabl edodo e ecurityrfiunctions used tare BIFFgbproved. The module will transition
to the FIPS-Approved modavhen the Cryptographic Officer ente&rsh e fienabl edo mode o
CLlI followed by thefi f imp sl e e comrbandeThe entry of this command causes the device
to power cycle and Zeroize the Master Appliance KB}OTE: This command is only aepted
viathe CLI when accessed over tharial port.

1 Once the module has completed the power cycle to operate in FIPS mode, the administrator user
name, administrator password and the fienabl ed mod

o0 AYou must c on fecogsole eseracoount now.
Enter console username:
Enter console password:
Enter enable password:

I The administrator must configure the setup password to secure the serial port which must be
configured while in FIPS mode. The module will prompt the foila:

o AiThe seri al port mu s t be secured and a setup
be configured.
Enter setup password: i

1 Finally, the licensing mode must be selected when the module prompts the following options:

0 M)ACHS5 Edition
o P)roxy Edition
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3.2.2 Management

The CrypteOfficer is able to monitor and configure the module viaWeb GUI(HTTPS over TLS)yand
the CLI (serial port 0ISSH).

The Crypto-Officer should monitor the modudestatus regularly If any irregular activity is noticed or the
module is consistently reportirggrors, then Blue Coat Systems customer support should be contacted.

The CO must ensure that localized keys used for SNMPv3 authentieatioprivacy match the key type

requirements specified iMable 15. Key sizes less thawhat is specifiedshall not be used while in the

FIPSApproved mode of operatonThe CO passwor d aassord mushe btlleast ® mo d e
charactersinlengttT he fiSet upodo password must be at |l east 4 char

When creating or importinkey pairs, such as during the restoration of an archived ProxySG configuration,

the CO must ensure that the fAiDo not show Figeegy pairo o
17, or -shewd n disgassee over the CLI as shownHigure 18. Please see Section E:

Preparing Archives for Restoration on New Devices in the Blue Coat Systems SGOS Administration

Guide, Versior6.1for further reference.

Create Keyring @

r Keyring Settings

1t Keyring Name: KeyringTest
b () Show kay par (%) Do not show by parl () Show key pair to deector
fr
(3) Create anew 1024 - bt kayriny

= O Irport keyring

EETTEERY

o | [ coel |

i
Figure 17 Keyring Creation Web GUI Dialogue Box

Related CLI Syntax to Import a Keyring

SGOS# (config ssl) inline {keyring show show-director no-show}
keyring id eof

Paste keypair here

eof

Figure 18 Keyring Creation CLI Commands

The module can only be taken out of HRBproved modavhen accessing the CLI over the serial port.

The CO must enter the fAenabl eapptovednmatie carobe enabiled orC L | bef
disabled A CLI comman d (-fiddéemsa b | e /) Will aflosv B-IP®Ajpproved modeo be enabled or

disabled. To ensure thatSBs are not shared across Fi$roved mode and NeApproved mode, any

change tahe FIPSApproved modgarameter will trigger a zeroization of theaster Appliance Key and
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force the module to power cycl@he FIPSApproved modgarameter will not be modified until after the
Master Appliance Key and poweycle has completed.

3.2.3 Zeroization

At the end of its life cycle or when taking theoduleout of FIPS-Approved modgthe module must be
fully zeroized to protect 8Ps. When switching betwe&tPSApproved modeand non FIPSApproved
mode the module automatically reboat and zeroizethe MAK. The RSA private key, CryptOfficer
password, User passvebr, AEnabl edo fmMeateu ppda s Prdacy #ey, and the
SNMP Authentication key are all storedcryptedby the MAK. Once the MAK is zeroized, decryption
involving the MAK becomes impossible, making these CSPs unobtainable by an atthtletdition,
rebooting the modules causes all temporary keys (SSH Session key, TLS session key, andbtmetiash
DRBG entropy) to be zeroizedl'he CrypteOfficer must wait until themodulehas successfully rebooted
in order to verify that zeroizatiorals completed.

3.3 User Guidance

The User is only able to access the modules remotely via SSH (CLI) or HTTPS (Web Gigl)User

must change his or her password at thigaihlogin. The User must be diligent to pick strong passwords
(alphanumeric with minime 8 characters) that will not be easily guessed, and must not reveal their
password to anyone. Additionally, the User should be careful to protect any secret/private keys in their
possession, such as TLS or SSH session keys. The User should repo@rigtbeOfficer if any irregular
activity is noticed.
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4 Acronyms

This section describes tlaeronymsused throughout this document.

Table 18 Acronyms

Definition

ng Advanced Encryption Standard

ANSI American NationaBtandard Institute

| Common Access Card

| Cipher Block Chaining

| Cipher Feedback

] Common Internet File System

| Command Line Interface

| Cryptographic Module Validation Program

CO | Crypto-Officer

CRNGT Continuous Random Number Genator Test

CSEC ] Communications Security Establishment Canada

CSP ] Critical Security Parameter

CX4 ] Four pairs of twiraxial copper wiring

DI=SE Data Encryption Standard

B/\ER Domain Name System

D]e]B) ] Department of Defense

DRBG \ Deterministic Random Bit Genetar

ECB \ Electronic Codebook

EDC | Error Detection Code

=[N Electromagnetic Compatibility

EMI ] Electromagnetic Interference

FIPS ] Federal Information Processing Standard

FTP | File Transfer Protocol

GUI | Graphical User Interface

HMAC \ HashBasedMessage Athentication Code

HSPD Homeland Security Presidential Directive

HTTP Hypertext Transfer Protocol

RIS Secure Hypertext Transfer Protocol

IM | Instant Messaging
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